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(G DATA Internet / Total Security )

G DATA 2021 Technology from Germany
See the difference | Cloud Backup
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G DATA TOTAL SECURITY

VERAEENRR

G Settings | AntiVirus | Real time protection

[T ]
& Your sysl%
Settings Virus monitor
@ Real ¢

@ + General Enabled (recommended)
Last i¢
(V) Firew; » AntiVirus Use engines: Both engines (recommended)
@ Web Real time protection
Wel . L .
o | Manual virus check Infected files: Disinfect and copy to quarantine
( J Email
< * Updates Infected archives: Block access
O Spam L yyep protection
‘is WLAN i .
. Email check [ Alert virus discovery acoustically Advanced... Exceptions...
‘V’ Eenses q Automatic virus checks
I;ﬂ Bro » AntiSpam System security
rote|
b + Firewall BEAST (Behavior-based detection of malware)
rote|
» Tuner Autopilot (fewer inquiries)
» Device control AntiRansomware (Protection against encryption Trojans)

Software version: 25.5 10,%
» Backup Exploit Protection (protects against the exploitation of software vulnerabilities)

DeepRay (Protection against suspicious access and potential threats)

! OK | Cancel Apply Help
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Tuner = Lo 35
Q General
(\/} Last tuning process: 06/04/2021 14:53 = ZSecn i
:; heck svste nﬁuuratlon unt{gte status i
(\/} Automatic tuning process: Scheduled v EnaE]F 5hls ina Rjer]n m}’%ﬁ'&fé{" ESE nas
| nternet Explorer . )
O Configuration 5 Enalk artachment .?c I OrLt mtp?l;%lo&l‘c Eé(nxsgd md 5 MaL\I \Qllpnqg?ws Live Mail
:; 3wn |nu externa?gata in %)utlooill(.I Sut?uaﬁ xuness indows Mail. Windows Live Mail
en files an \ee e
Restore ) na ser account 0]
Q JE a ? ug ile security check
| Ena le dailv Medla Plaver che: tat
| Disal Fascrlnt execytion in ia Plaver
:; D!sa e automatic downloadina o new codecs in Media Plaver
isable JavaScrint in Adobe
| Disable Java in al fbmwsers
+[m]Performance

'+ [ Data protection

Software version: 25.5.10.23
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G Settings | AntiVirus | Manual virus check X

L
- G

Settings Use engines: |Both engines (recommended) =
» General Infected files: Disinfect and copy to quarantine 3

» AntiVirus
Infected archives: Disinfect and copy to quarantine =

» Real time protection

» Manual virus check

LI Pause the virus check at times of high system load
» Updates

» Web protection Exceptions...

» Email check

6 Advanced...
» Automatic virus checks d

> AntiSpam

» Firewall

» Tuner

» Device control

> Backup

oK Cancel Apply Help
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G Settings | AntiVirus | Automatic virus checks X

XX
Settings

» General

E AntiVirus J

» Real time protection

» Manual virus check
» Updates
» Web protection
> Email check
E' Automatic virus checka

» AntiSpam

» Firewall

> Tuner

» Device control

» Backup

Idle scan

Automatically scan your system when it is idle. ]

[Vl Enabled (recommended)

Scheduled virus checks

Name Run Next run Last run
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Start now Properties... Delete

OK Cancel Apply Help
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G DATA B2C Installation und Registration

https://www.youtube.com/watch?v=3Wz55Lp1z90
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G DATA AntiVirus (B2C) Monitor Exceptionsninion
https://www.youtube.com/watch?v=V5M7yxqSop4
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G DATA B2C Web Protection Exceptions
https://www.youtube.com/watch?v=WOPzeYm-9nU
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The innermost protective circle of our Layered Security concept
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G DATA Cyber Protection for Business
1. Security cyber threats — nwna p'mi'kn nind

2. Events Date
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G SERVER
L’*Mwmm Status Y| Ciient ¥ | Date/Time Y| Reported by | Virus
je ol SERVER + | EB Quarantine: file moved to quarantine CRISSB-PC | 12/13/2017|8:44:48 AM Scanner ‘
- @ aoamonec 4§ Status 0 unknown DELL-PC | 12/13/2017]8:11:49 AM Scanner e
3 - B asus + | &8 Quarantine: file moved to quarantine SEC 12/13/2017/4:01:48 AM Scanner Ag
i £z New clients + | 3 Quarantine: file moved to quarantine SEC 12/13/2017/4:01:46 AM Scanner
B asus-pc + | 3 Quarantine: file moved to quarantine SEC 12/13/2017/4:01:45 AM Scanner
& crist-pc 3 Quarantine: file moved to quarantine SEC 12/13/2017(3:43:58 AM Scanner
B cris2-pc P Virus removed CRISS-PC  |12/13/2017(1:42:33 AM Monitor
= + | €3 Quarantine: file moved to quarantine SEC 12/13/2017(1:07:41 AM Scanner
3 Virus removed SEC 12/13/2017(1:06:51 AM Scanner
S ceseox _ " + | E3 Quarantine: fle moved to quarantine  CRISS-PC [12/13/2017(1:03:39 AM Scanmer dwars
3 Quarantine: file moved to quarantine CRISS-PC  |12/13/2017/1:03:28 AM Scanner an
- 9 Quarantine: file moved to quarantine CRISS-PC  12/13/2017 1:03:26 AM Scanner
{"‘»-" r - D Active infection found. Infection will be cle: CRISS9-PC  12/13/2017 1:02:42 AM Monitor
. Sy R D Virus removed CRISS-PC  12/13/2017 12:58:51 Al Monitor lic
B Vies removed CRISS-PC  12/13/2017 125842 Al Monitor  Applic
_ g | 4 Status 0 unknown CRISSOPC 12/13/2017 12:53:02 Al Scanmer
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G DATA Security IT - See the difference

Maximum protection - faster than ever

CloseGap

Active
Hybrid

With the new solution, AV G Data strengthens its position and responds to changes taking place
on the antivirus market: striving for greater efficiency, proactive protection and flexible response
to threats requiring the use of the latest technology - G Data CloseGap!

The G Data solutions have always used two independent anti-virus engines to achieve the
highest level of containment confirmed many times in independent tests.

The recognition speed of the DoubleScan engine was impressive and it is no coincidence that
this technology proved to be the best antivirus defense in the world. Two engines offered full
protection, however, double detection of threats had an impact on the smooth operation of the
equipment on which the software was installed.
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IT Security-Losungen

fiir Unternehmen, Bildungseinrichtungen,
Behaorden und Privatanwender =

+ Netzwerklosungen, End-Point-Secugi
+ Update- und Patch-Management
+ Mobile Losungen

Responding to the changing market conditions, G Data presents CloseGap technologies in
defense against malware.

CloseGap Technologies

CloseGap is much more than an antivirus engine. This is a new way of ensuring security, based
on the latest signatures and proactive technologies such as Bank Guard, Web Cloud, Firewall,
Mail Cloud or behavioral protection together creating the so-called. The Defense Ring.

G Data Active Hybrid Control - CloseGap ™

Customer-oriented software:

* Rapid response to threats, including malware targeted at users of a specific country
« Efficiency

* Modular structure

* Flexible response to the latest threats
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How does CloseGap technology work?

The use of two engines offers excellent protection against threats; however, it consumes

Engine A

Engine B

CloseGap
Active
Hybrid

proportionally much computing power.

nCII—<<

NCI—<

Our new intelligent technology only works when it is necessary. This avoids excessive use of

computer resources. Active Hybrid Protection detects and fills a gap in the defense ring

automatically.

CloseGap works quickly and efficiently for full protection, without slowing down your computer.

Next Generation Proactive Technologies 2021

If malware was intercepted by its signature on the outer defense rings, it could not cause any
damage yet.

G DATA business solutions have numerous next-generation technologies such as

heuristic algorithms
Exploit Protection
BankGuard
Keylogger Protection

Behavior Blocking

100
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Behavior
Blocker

File-Cloud
URL-Cloud

Signature
Detection

Machine
Learning

@

Exploit BankGuard

Protection

Anti-
Ransomware

The very short response time between the first detection of the malware and the update of the
signature databases is often decisive. In our case, the average is 33 minutes, which puts G Data
at the forefront of the ranking.

G Data CloseGap technology presents a new way of ensuring security, based on proactive
protection combined with the latest signature databases, creating a powerful Hybrid Active
Protection. " - says tukasz Nowatkowski, technical director and board member of G Data
Software.
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The innermost protective circle of our Layered Security concept
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Latest Cloud-Based G DATA
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Microsoft Office 365 7y n'aam naan
Dashboard Clients Client settings Tasks PolicyManager Firewall PatchManager Logs Statistics
% General @ Monitor ™ Email @ Web Ee‘.ﬁmt\Spam

Outgoing email
Check email before sending

[] Attach report to outgoing emails

¥ Engine version

Scan options

Use engines Both engines - optimized performance (recommended)
OutbreakShield
Enabled

Settings Do not use a HTTP proxy server

Automatic signature download

Warnings

Notify user when a virus has been found

Outlook protection

Protect Microsoft Qutlook with an integrated plugin
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ManasgementServer  Chents d

¥ Erabled
In the e it of & thy
Autom.
Overvaw P x
o i ExploitProtection

® v B3
- Tomiy Lo W Enabled Edit global whitelay,
E‘ E De in the event of an exploit ec s
oz e, | Beideny & Notify user if an expiodt is detected
 ® = USB Keyboard Guard
Pomie Aot e

W tnabled
0® o & )
- |t Anti-Ransomware
L2 A% a® s

Clients

> H rom-epr0em0

Q A oot D ontor Demat Bws & aniispam

G DATA Managed Endpoint Security
Powered by Microsoft Azure
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Dashboard  Clents  Chentsettings  Tasks  PolcyManager  Firewal  PatchManager  Logs  Statistics

DeepRay

¥ enatled

BB behavior monitoring (only clients to version 14.2.1)

¥ Enabled

In the event of a threat

BEAST behavior monitoring

~Aholistic approach to IT security

G DATA Business Solutions

Report'mg &IT A“dits

Cloud Services

Endpoint Security
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Protect your customers from cyber-attacks.
Enjoy cloud-based flexibility.

I\/Ianaged Endpoiﬂt Security Powered by Microsoft Azure

GDATA
Marketing Support Technical Support

Licenses Signature & Updates

Cloud Resources
Maintenance
Traffic
Microsoft
Azure

Managed Service Partner < Business Customer

Management Server

IT Security Know-how. Hardware / Database Protected Endpoints
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